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Abstract

We provide an overview of the current status of the tool HyTech, and reect on some of
the lessons learned from our experiences with the tool. HyTech is a symbolic model checker
for mixed discrete-continuous systems that are modeled as automata with piecewise-constant
polyhedral dierential inclusions. The use of a formal input language and automated procedures
for state-space traversal lay the foundation for formally verifying properties of hybrid dynamical
systems. We describe some recent experiences analyzing three hybrid systems. We point out
the successes and limitations of the tool. The analysis procedure has been extended in a number
of ways to address some of the tool's shortcomings. We evaluate these extensions, and conclude
with some desiderata for verication tools for hybrid systems.

1 Introduction
Digital controllers are appearing in more and more embedded systems, often in either performancecritical or safety-critical situations, e.g., in engine controllers, navigation systems, medical equipment, and automated manufacturing systems. For these systems, it is highly desirable to have
guarantees of correctness. Prototyping and simulation are two means of validation, but neither
gives full assurance that all test situations have been checked. Furthermore, prototyping is often
too expensive. Formal verication involves the construction of mathematically rigorous models, a
means of expressing formal specications, and a mechanism for proving that the models meet their
specications.
In our model-checking paradigm, systems are modeled as collections of concurrent hybrid automata. A hybrid automaton is a nite labeled transition system augmented with continuous
variables subject to dierential inclusions specic to each discrete mode. Properties of the system
are proven by performing xpoint computations over the automaton state space. These computations cannot be performed exactly for general continuous dynamics. The class of linear hybrid
automata enforces certain linearity restrictions such that all relevant state sets are polyhedral,
and all necessary operations over them are eectively computable. More general systems must be
conservatively approximated by these restricted automata before analysis.
HyTech implements semi-decision procedures for linear hybrid automata, and thus provides
automated support for verication 19]. It has been used successfully to analyze numerous systems

An abbreviated version of this paper will appear in the Proceedings of the 40th Annual IEEE Conference on
Decision and Control (CDC 2001).
y Department of Electrical Engineering & Computer Sciences, University of California, Berkeley, CA 94720, USA.
tah@eecs.berkeley.edu. This research has been supported in part by the DARPA SEC grant F33615-C-98-3614, the
MARCO GSRC grant 98-DT-660, the AFOSR MURI grant F49620-00-1-0327, and the NSF Theory grant CCR9988172.
z Lexware GmbH & Co. KG, Jechtinger Str. 8, 79111 Freiburg, Germany. joergp@lexware.de. Research performed
while at Process Control Laboratories, Department of Chemical Engineering, University of Dortmund, Germany.
x Cadence Berkeley Laboratories, 2001 Addison St., 3rd oor, Berkeley, CA 94704, USA. howard@cadence.com.

1

of practical interest. This paper provides an overview of the latest developments in the tool. Recent
eorts have concentrated on combating problems that arise when manipulating high-dimensional
polyhedra using limited-precision arithmetic.
We discuss the lessons learned from three recent case studies: an engine controller, a communication protocol, and an active-structure controller. The systems dier in their levels of abstraction
and relative discrete versus continuous complexity. For each system, we highlight the strengths
and limitations of the HyTech approach. We discuss how eectively the latest analysis procedures
handle these examples. From this experience, we oer advice about which systems are most suitable
for HyTech, and suggest some strategies for completing an analysis successfully.

2 The HyTech Methodology

2.1 Analysis of hybrid systems by state-space traversal

We brie y review the basic concepts underlying HyTech 1, 19]. The verication methodology
consists of the following steps: (1) identify the concurrent components of the system (2) identify
the communication mechanisms between the components (3) model each component using hybrid
automata (4) conservatively approximate each hybrid automaton by a linear hybrid automaton (5)
analyze the collection of linear hybrid automata components with the model-checking tool HyTech.
The steps are iterated as required if the abstractions prove to be too coarse, or if HyTech is unable
to successfully terminate its analysis.
A linear hybrid automaton consists of a nite control graph |whose nodes are called control
modes, and whose edges are called control switches | together with a set X of continuous variables.
The continuous dynamics within each control mode are subject to a constant polyhedral dierential
inclusion, i.e., dynamics of the form (x_ ), where  is a conjunction of linear constraints over rst
derivatives of X . Discrete dynamics are modeled by the control switches, each of which has a
guard condition and a reset condition over X . A state is a pair consisting of a control mode and
a vector of variable values. A set of states is linear if it is denable using a linear predicate | a
nite conjunction of linear constraints | for each control mode.
A common analysis task involves nding the set of states reachable from an initial set. For linear
hybrid automata, the set of states that are successors from a linear set, by either a continuous ow or
a discrete jump, is linear and eectively computable 1]. The heart of HyTech is a procedure that
attempts to compute reachable sets, by repeatedly computing successor sets until no new successor
states are discovered. Termination is not guaranteed, since the reachable set may consist of a
potentially countably innite union of linear successor sets. Other built-in routines include methods
for extracting parametric constraints for system correctness and the generation of debugging traces.

2.2 Common obstacles to analysis

Analysis with HyTech may fail to terminate for a number of non-independent reasons. First, the
size of the reachable state space may exceed available memory. Second, the analysis may take too
long. Third, for certain linear hybrid automata, the reachable set is not linear, and HyTech's
attempt to visit all reachable states will simply not terminate. Fourth, arithmetic over ow may
occur.
We elaborate on the fourth problem above, since it is this obstacle that most often prevents
the successful use of HyTech. Consider the automaton in Figure 1, where control begins in mode
A with (d u) = (1 0). The states in mode B that are forward reachable following n ; 1 iterations
of the loop at mode A are of the form sn = (u = 0 d = 2;n ). Exact reachability analysis would
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Figure 1: Executions enter mode B with state (u = 0 d = 2;n ) after n loop iterations at mode A.
involve countably innite steps of the reachability procedure, since sn cannot be reached in fewer
iterations. In fact, HyTech would halt with arithmetic over ow, since it is unable to store sn ,
for large n, with its limited-precision arithmetic. Arithmetic over ow can easily occur even when
an exact reachability analysis would terminate. The use of large constants in the denition of the
automata can quickly lead to polyhedra whose representation requires high degrees of precision.
Unfortunately, in general it is dicult to round coordinates conservatively without destroying the
shape of the resultant polyhedra. Instead, HyTech checks the validity of each polyhedral operation
and exits with an error message when problems are detected.

3 Alternative Analysis Procedures
We describe some recent attempts to avoid the arithmetic over ow problem by using dierent
underlying mechanisms for storing and/or computing reach sets. While our prototype implementations of these methods have been helpful in some case studies, certainly there is need for further
research before producing robust procedures with wider applicability.

3.1 Rectangular automata

A linear hybrid automaton is rectangular if all its linear predicates dene multi-dimensional rectangles. Rectangular automata occur naturally in many situations, such as the modeling of drifting
clocks, or objects with bounded velocities. Furthermore, there are methods to abstract more complicated continuous dynamics into rectangular dierential inclusions 20, 33]. We describe three
specialized analysis procedures for rectangular automata. The procedures all store sets in Rn as
the convex hull of sets in Rn;1 along the orthogonal faces of a rectangular invariant. They vary in
the class of (n ; 1)-dimensional sets employed. The procedures provide a reduction in dimensionality, and, in conjunction with the simple rectangular dynamics, easier and more robust means of
computing time successors.
The procedure RectExact uses (n ; 1)-dimensional polyhedra along the faces, giving an exact
representation of the reachable states 34]. Over ow errors can be avoided by associating rounding
directions with each point. The rounding directions encode whether the point is responsible for
extremal (upper or lower bounding) behavior during continuous evolution: if a point were derived
by maximal rate in x, then the x coordinate should be rounded up. RectExact uses excessive
memory unless the number of points used in the polyhedral representations is reduced. We use
the public domain tool Qhull, which guarantees minimization over three-dimensional polyhedra,
thereby making RectExact robust over R4.
The procedure RectApprox avoids general polyhedra altogether, and uses only rectangles for
(n ; 1)-dimensional sets 32]. The algorithm is extremely fast, and numerically robust, since it is
clear in which direction to overapproximate each bounding value. Compared to RectExact, it is
far faster, and uses less memory. However, while it is exact for systems with two continuous vari3

ables, in higher dimensions, its usefulness is limited since it must overapproximate non-rectangular
successor sets using rectangles.
One of the strengths of HyTech is its ability to extract automatically correctness conditions
for systems dened with parametric values. The procedure RectParam is a natural generalization
of RectApprox for handling parametric rectangular automata. In these automata, bounds may
be expressed as linear terms over the parameters, e.g., one may specify x  k0 + k1 1 + k2 2 ,
for rational constants k0 : : : k2 and parameters 1 and 2 . RectParam stores sets of states using
(n ; 1)-dimensional parametrically-bounded rectangles. The procedure is only exact for n = 2, and
we expect it will be too approximate in higher dimensions.

3.2 Expanding the dynamics: interval methods

HyperTech, a successor tool to HyTech, performs analysis over a far wider range of continuous
dynamics than HyTech allows, thereby eliminating the need for abstraction in many cases 21].
HyperTech uses interval methods to compute rectangles that are guaranteed to enclose all time
successors originating from a given rectangle 31]. The continuous dynamics permitted by HyperTech are given by dierential equations of the form dxi =dt = f (x1  : : :  xn ), where f is a

composition of polynomials, exponentials, and trigonometric functions. In particular, multi-modal
linear systems can be handled directly. The convenience of directly modeling more complex continuous dynamics and the robustness of the results make this approach extremely appealing. The
tool is eective if one can determine the appropriate time-steps that will allow for accurate yet
computationally ecient analysis.

3.3 Accelerating termination

Many control systems involve the repeated execution of control loops. In some cases, the loops
are nested, or involve busy-waiting phases where the value of some variable is checked on a regular
basis until some enabling condition occurs. Explicit reachability analysis of such systems can lead
to either an extraordinary amount of repetitive analysis, or even non-termination due to innite
loops. Extrapolation operators can accelerate reachability analysis by guessing that other states
will be reachable based on those already reached. We experimented with the following operator.
Assume P and Q are closed polyhedra. We extrapolate P using Q by (1) taking the hull H of
P and Q, and then (2) removing from H every dening constraint for which the closure of its
negation does not intersect P . This operator is tighter than (and therefore less aggressive than)
both the widening operator of 14] and the extrapolation operator of 16], which is not monotone in
its second argument. The implementation in HyTech enables one to specify where to perform the
extrapolation. Intelligent choice of control modes is crucial to achieve overapproximation that is
sucient for forcing or accelerating termination, and yet accurate enough to produce useful results.

4 Recent Examples
For each project below, we describe both where HyTech is eective, and where its limitations are
tested. Details of the verication of the engine controller and the active-structure controller can be
found in 39] and 40], respectively.
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4.1 Engine controller in cut-o mode

4.1.1 System description and specication

We consider control of an automotive engine once the driver has released the accelerator pedal 5].
The control objective is to reach injection cut-o while minimizing oscillations in acceleration,
as these create passenger discomfort. The system consists of three modules: the driveline, the
cylinders, and the controller. The driveline model is a fth-order linear system. Each of the car's
four cylinders cycle through four phases in lock-step: intake, compression, expansion, and exhaust.
The controller makes its injection decisions at the beginning of the exhaust phase, based on state
predictions three and four phases into the future. We verify that the hybrid controller keeps the
system quantiably close to an optimal switching line while guaranteeing convergence.

4.1.2 Analysis and discussion

In the rst attempts at verifying the property above, the state space was partitioned into blocks,
with the linear dynamics overapproximated by a rectangular dierential inclusion within each
block. The standard version of HyTech encountered arithmetic over ow for both the original vedimensional system, and a three-dimensional abstraction. The dierent non-trivial rate constraints
at each block of the partition, coupled with the constraints dening the blocks, led to accumulated
precision, and ultimately over ow, in the rational coecients dening the polyhedra for reachable
states. This problem appears to be inevitable when the analysis must accurately track continuous
trajectories with varying tangents. The procedure RectApprox of subsection 3.1, successfully
terminated, but was too coarse: the overapproximation of the reach set violated the property. Successful analysis was only possible after abandoning attempts at phase-portrait approximation, and
instead performing a manual discrete-based abstraction to reduce the three-dimensional system
to a two-dimensional one. The tool CheckMate uses an alternative approach that avoids these
abstractions by directly accepting linear dynamics 36].

4.2 Biphase mark protocol

We describe the semi-automated parametric analysis of a biphase mark protocol 30]. While other
authors have already formally analyzed this protocol 30, 25, 38], here we use automated tools to
generate correctness conditions. Further details will appear in a forthcoming publication.

4.2.1 System description and specication

The biphase mark protocol is a commonly used method for encoding bit sequences sent between
hardware devices. The passage of time is divided into cells of length n cycles each. During the
rst m cycles of a cell|known as the mark subcell |the sender toggles the wire value from the
end of the last cell. Then over the latter part of the cell|known as the code subcell |the sender
either leaves the wire unchanged to send a 0 bit, or toggles it again to send a 1 bit. The receiver
samples the wire until it detects a new cell, then waits s cycles before sampling the wire again.
The intention is that the mark subcell is long enough for the receiver to detect the start of the cell,
and that the code subcell is long enough for the receiver to read the data bit correctly. Correctness
is complicated by the following facts: the transmitted signal is not perfectly square the sender
and receiver clocks drift independently within known bounds when the receiver reads the wire, the
value obtained may correspond to some time during the preceding cycle, not necessarily the cycle
boundary.
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4.2.2 Analysis and discussion

The sender, the wire, and the receiver are naturally expressed as rectangular automata. Hence
the specialized procedures of subsection 3.1 prove especially useful. While the standard HyTech
could analyze the protocol for some xed low-precision parameter settings, once again arithmetic
over ows occurred when either the rates had high precision or during parametric analysis. When
n, m, and s were treated as parameters, our initial attempts at analysis revealed that the receiver
can check the wire an arbitrary number of times for the start of a cell, since the parameter n may
be much larger than s. This behavior led to a non-terminating reachability analysis. We tackled
this problem using two dierent techniques. In the rst approach, in the case of perfect clocks, we
modied the analysis by using the extrapolation operator of subsection 3.3 to force termination,
enabling parametric verication. In the second approach, we obtained stronger results, but only
after additional manual eort. We abstracted the receiver into a component that detected the start
of a cell within a given timing delay, without repeated sampling of the wire. Exact reachability
analysis over the abstracted receiver terminated, and enabled the synthesis of a correctness condition
over n, m, and s for clocks of xed bounded drift.
A further limitation of this study is that the system cannot be viewed in its full parametric
form | either the rates are xed, or the critical cycle counts are xed | in order to keep the model
within the class of linear hybrid automata.

4.3 Active-structure controller

4.3.1 System description and specication

A fault-tolerant structural-control system is formally dened and veried in 12]. The control
system uses a pulse control algorithm that performs three basic tasks to limit vibration of the
structure: sampling the state of the structure, updating its model of the structure, and applying a
pulse. It uses a voting mechanism with three statically replicated sensors. A back-up actuator is
dynamically invoked should the current actuation fail. Inter-pulse applications must occur within
periodic time bounds.

4.3.2 Analysis and discussion

This control system is presented at a level where the only continuous aspect being modeled is time.
Thus the system is an attractive target for real-time system veriers and HyTech's parametric
analysis procedures. Here, the prime limitation of HyTech is state-space explosion due to the
number of discrete states, rather than arithmetic over ow. To tackle this bottleneck, we again
manually produced abstractions of the system components, this time with the goal of reducing the
number of control modes. We used HyTech to prove that a control agent and a sampling agent
are abstractions of their respective components, and that when composed they satisfy the timing
specication. This manual eort is tedious and error-prone, but the methodology should scale well.

5 Lessons Learned
We take a step back six years after the rst public release of HyTech to re ect on some of the
lessons learned. While some points below are HyTech-specic, others generalize to the broader
eld of verication of hybrid systems.
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5.1 Success stories from the HyTech experience

HyTech has demonstrated that exhaustive state-space exploration methods, originally developed

for discrete systems, can play a role in hybrid systems analysis.
State-space traversal for verication of hybrid systems. A number of successful case studies
of non-trivial systems have demonstrated the feasibility of rigorously proving correctness properties
of high-level models of mixed discrete-continuous systems using automated methods 23, 10, 17, 37,
35, 28, 4, 27, 39, 6, 7, 40, 24, 26, 11]. The ability to generate timed error traces for faulty systems
is extremely useful for debugging.
Polyhedral abstraction of the continuous state space. By representing continuous state sets
using polyhedra, HyTech makes a specic compromise between a purely discrete (but analyzable)
abstraction of a system and a more general (but intractable) representation of sets. Thus, on the
one hand, the restriction to linear hybrid automata as an input model leads to eectively computable analysis procedures. But on the other hand, for many systems, one cannot nd polyhedral
abstractions accurate enough without meeting computational or arithmetic bottlenecks. There are
a number of alternative approaches to representing hybrid state spaces and/or performing successor
computations for more expressive dynamics, e.g., polygonal projections 13], ow-pipes 9], ellipsoids 8], griddy polyhedra 3], level sets 29]. It is too early to tell how successful these approaches
will be, but we believe the polyhedral abstractions of HyTech will continue to play a role in
specialized but common situations, such as rectangular systems.
Parametric analysis. Most systems are dened using parameters. They are only intended to
work correctly under certain parametric conditions. Furthermore, a top-down design methodology
can benet from verifying high-level parametric specications, and then enjoying the freedom of
parameter selection when implementing at lower levels of renement. HyTech has shown that it
is possible in some cases to perform parametric analysis.
Expressiveness of reachability properties. Although more general specications can require
more complex xpoint computation to verify, it has been our experience that of the properties
that can be handled by model checking, most can be adequately expressed as reachability properties, possibly by coupling the system model with a monitor component that checks for property
violations.

5.2 Characteristics of systems suitable for HyTech

The HyTech procedures, and their rectangular extensions, appear to work best for systems with
many of the following characteristics.
Small number of variables. To tackle the curse of dimensionality, the system should be abstracted to as few continuous variables as possible. Furthermore, discrete variables should be
encoded into the control modes.
Small number of parameters. Analysis with a single parameter is often successful, but systems
with complex relationships between multiple parameters and timing constants can quickly lead to
arithmetic over ow.
Constant dynamics. Arithmetic errors are less likely to occur when the rate conditions are the
same over most of the control modes. Rate conditions that dier in neighboring control modes
tend to result in polyhedra with more faces | due to the dierent extremal rates being propagated.
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Hence, systems consisting of concurrent components, each with its own clock with its own drifting
rates, are good candidates for analysis.
Slowly-varying dynamics. Trajectories with fast changes in tangent are dicult to approximate
accurately using phase-portrait approximation. Close tracking will require ne partitioning of the
state space that is computationally expensive.
Low precision. The likelihood of arithmetic over ow is less when automata are dened with rates
and constants of low relative precision. This rule-of-thumb suggests rounding constants up or down
to lower their LCM/GCD ratio. The goal is to keep the polyhedra from developing large coecients
in their vertices or slopes. Lower LCMs can also lead to earlier termination over iterated loops.
HyTech is better suited to high-level system descriptions, where the continuous variables
have either simple dynamics, or can be adequately abstracted to ones with simple dynamics, e.g.,
rate-bounded systems. The biphase mark protocol and parametric analysis of the active-structure
controller are good examples. Our experience modeling the cut-o controller highlighted the diculty HyTech has with even third-order linear dynamics, let alone nonlinear dynamics. Although
many factors in uence the practical complexity of a system, as a rough guide, when the continuous
dynamics are simple, the current version of HyTech can often handle systems with about ve
continuous variables and ve concurrent components of about ve to ten modes each.

5.3 Further advice for using HyTech

In practice, analysis with HyTech involves repeated attempts at modeling and verication. Typically, the tool does not complete analysis of the rst system model one tries, and the model must
be abstracted, either on a per component basis, or by merging several components into a single
one. It is a ne art to choose a level of abstraction that is simple enough for HyTech to complete
and yet accurate enough for properties to be proven. As well as modifying the model according to
the guidelines above (see also Section 9 of the user guide 18]), one can try the following: checking
the states reached after a few iterations for modeling and computational problems trying both forward and backward analysis using extrapolation operators if the analysis appears to be following
loops in the discrete control structure and checking for invariants of the system that one hopes the
abstraction would respect. These modeling and verication iterations are best performed jointly by
someone having expertise in the operation of the tool as well as someone familiar with the system
itself.
Many systems cannot be readily modeled and analyzed in HyTech's polyhedral abstraction,
e.g., to track a closed loop in the continuous state space by approximating its dynamics can lead
to an outwardly spiraling set of reachable states. In such cases, other means of verication should
be explored. We believe there is a need for veriers tuned for particular subclasses of hybrid
systems, e.g., multi-modal linear dynamical systems, a more general class of systems that may still
be restrictive enough for accurate tracking of continuous dynamics.

5.4 Shortcomings of HyTech

As pointed out throughout this paper, the area with most room for improvement is the robustness
of HyTech's analysis engine. We now list some additional features we would have found useful
when using HyTech. Formalisms with these goals in mind include Masaccio 15] and Charon 2].
Richer input language: HyTech uses a simple automaton input language. Many of our
HyTech system descriptions would have beneted from (a) support for better and cleaner commu8

nication mechanisms between processes, (b) a hierarchical description language including encapsulation of variables, (c) templates for dening and then creating instances of processes.
Interactive mode. Enhanced debugging features could include an interactive mode with ties to
a visual input language and the visualization of diagnostic error traces.
Methods for decomposing verication tasks into simpler subtasks. In our case studies,
the curse of dimensionality appears all too often, especially when one considers either distributed
control implementations or complex continuous dynamics. A comprehensive hybrid systems verier
should support hierarchical and compositional reasoning and analysis, such as renement checks
and assume-guarantee reasoning 22].
Support for hybrid abstraction. While it is already possible to automatically produce timing
abstractions for certain subclasses of automata, it would be helpful to develop mechanisms, either
automatic, or semi-automatic, to help guide the search for a wider variety of hybrid abstractions,
such as dimension-reducing abstractions.
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